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One Platform.
Total RF Situational Awareness.

Universal RF TSCM & 
Attribution Platform

 منصة عالمیة للترددات اللاسلكیة لمكافحة التجسس
التقني وتحدید المصادر

الكشف، والتصنیف، وتحدید الموقع

تقنیة جدیدة رائدة

منصة واحدة
إدراك كامل للوضع الظرفي عبر الترددات اللاسلكیة
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Instantly Identify RF Technologies behind the waveform

Identify Devices — Not Just Signals

Instruments & Functional Overview

SigDNA integrates multiple RF analysis instruments within a unified platform architecture.

30 MHz – 11 GHz

Capabilities include:
• High-speed spectrum scan
• Real-time spectrum and waterfall

visualisation
• Density and spectrogram displays
• Historical Trace Record and playback with

trace comparison tools

Automatic signal classification covers:

WiFi • Bluetooth • LTE • 5G NR
LoRa • Zigbee • Z-Wave • DECT
ISM band devices • digital radio systems

Wideband Spectrum Analyser / Signal Classification

Automated classification allows operators to 
quickly focus on transmissions relevant to a 
TSCM investigation.

SigDNA introduces RF-level device 
identification based on hardware 
transmission characteristics.

Capabilities include:

• LTE / 5G NR uplink device fingerprinting
• WiFi device fingerprinting (up to WiFi 7)
• Bluetooth / BLE device behavioral

identification
• Anomaly detection across wireless

environments

Device Fingerprinting

This enables operators to recognise 
specific transmitting devices even when 
conventional identifiers are hidden or 
randomised.
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نظرة عامة على الأدوات والوظائف

SigDNAیدمج برنامج               العدید من أدوات تحلیل الترددات اللاسلكیة ضمن بنیة منصة موحدة

بصمة الجھاز

 یقدم ھذا النظام تعریف الأجھزة على
 مستوى الترددات اللاسلكیة بناءً على

.خصائص إرسال الأجھزة

 وھذا یمكّن المشغلین من التعرف على أجھزة الإرسال المحددة حتى عندما تكون
.المعرفات التقلیدیة مخفیة أو عشوائیة

 یمُكّن التصنیف الآلي المشغلین من التركیز بسرعة على عملیات
الإرسال ذات الصلة بتحقیق مكافحة التجسس الإلكتروني

محلل الطیف واسع النطاق / تصنیف الإشارات
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Find the Source — Not Just the Frequency

From Detection to Physical Convergence

SigDNA supports handheld signal hunting using SigDNA 
Vector, a companion near-field scanner designed for 

source localisation.

Using QR-based configuration transfer, operators can 
rapidly move from signal detection to physical device 
search.

Scan → Lock → Converge

Capabilities include: 
• Rapid target acquisition
• RSSI-guided proximity search
• Near-field signal hunting

Hunt Mode with SigDNA Vector

This allows investigators to quickly locate devices 
detected during sweep operations.

Integrated RF localisation tools include:

• Angle of Arrival (AoA) direction finding
• Signal distance estimation
• Real-time bearing display
• Applicable across cellular, WiFi, Bluetooth

and IoT transmissions

Direction Finding & Distance 
Estimation

These tools assist operators in locating 
transmitting devices.

SigDNA includes integrated vulnerability 
assessment tools.

Capabilities include:

• Passive monitoring up to WiFi 7 detection
• Network discovery and device mapping
• Threat detection (Evil Twin, Rogue AP,

Suspicious Camera SSID, etc.)
• Encryption posture analysis

WiFi Security Analysis

WiFi Scanner with Automatic Vulnerability Analysis

These tools assist operators in evaluating 
wireless security posture while identifying 
suspicious devices.
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تحدید الاتجاه وتقدیر المسافة

تساعد ھذه الأدوات المشغلین في تحدید مواقع أجھزة الإرسال

SigDNAوضع البحث باستخدام متجھ 

یتیح ھذا للمحققین تحدید مواقع الأجھزة التي تم رصدھا أثناء عملیات المسح بسرعة

تحلیل أمن شبكات الواي فاي

 تساعد ھذه الأدوات المشغلین في تقییم وضع أمن الشبكات
اللاسلكیة مع تحدید الأجھزة المشبوھة
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Dedicated tools monitor cellular transmissions across 
multiple standards.

Supported technologies:

• 5G NR
• LTE
• UMTS
• GSM

Capabilities include:

• Uplink activity detection
• Transmitter Anomaly Fingerprinting
• Anomaly detection against environmental baselines

Cellular Signal Analysis Suite

Bluetooth analysis tools identify and track wireless 
devices.

Capabilities include:

• BLE advertising monitoring
• Classic Bluetooth detection
• MAC randomization analysis
• Chipset/vendor identification
• Tracker device detection (AirTag, SmartTg, Tile, etc.)

Bluetooth / BLE Analysis

SigDNA includes dedicated tools for identifying IoT 
transmitters.

Supported protocols include:

• LoRa / LoRaWAN
• Zigbee
• Z-Wave
• SigFox
• Generic LPWAN devices

IoT Device Detection

Signal direction-finding tools assist in physically 
locating IoT devices within operational environments.
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تساعد أدوات تحدید اتجاه الإشارة في تحدید المواقع الفعلیة لأجھزة إنترنت الأشیاء داخل بیئات التشغیل

الكشف عن أجھزة إنترنت الأشیاء

تحلیل البلوتوث

مجموعة أدوات تحلیل إشارات الھاتف المحمول
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Power
Parameter Specification
Main Battery
Hi-Cap Battery (optional) Li-Ion 7.6 V / 9,600 mAh (~20 hours)

Li-Ion 7.6 V / 4,800 mAh (~10 hours)

Bridge Battery (optional)
AC Adapter

Hot-swap support — 5 min swap window
100–240 V, 50/60 Hz, 65 W

Hardware Platform — Durabook U11I
Specification Detail
Form Factor
Processor Intel® Core™ i7-1250U vPro™ (12th Gen, 12 MB cache, up to 4.7 

GHz, 2P+8E cores)

11.6″ fully-rugged tablet, magnesium alloy chassis with port covers

Graphics
Memory

Intel® Iris® Xe Graphics
Onboard 16 GB 
11.6″ FHD (1920 × 1080); optional 1000 nits DynaVue™ sunlight-
readable; capacitive multi-touch + digitiser
Ubuntu Linux (SigDNA pre-configured image)
1.39 kg (tablet only)

Display

Operating System
Weight
Dimensions 317 mm (L) × 215 mm (W) × 23.8 mm (H)

Durability & Environment
Parameter Specification
MIL-STD-810H

MIL-STD-461G Conduction, Radiation, Conducted Susceptibility, Radiated 
Susceptibility (EMI/EMC)

Drop, Shock, Vibration, Rain, Dust, Altitude, Freeze/Thaw, Temp 
Shock, Humidity, Explosive Atmosphere, Salt Fog

Ingress Protection
Drop

IP66 certified
6 ft drop on 26 faces
−20 °C to 60 °C  (−4 °F to 140 °F)
−51 °C to 71 °C  (−60 °F to 160 °F)

Operating Temp
Storage Temp
Humidity 5% – 95% (non-condensing)

Core Specifications
Specification Detail
Frequency Range
Instantaneous Bandwidth Up to 120 MHz

30 MHz – 11 GHz

Signal Classification Automatic RF technology identification
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ADC sampling rate
Direction Finding

Up to 120MSps
Dual-receiver AoA estimation
RF fingerprint analysis
WiFi, Bluetooth, LTE, 5G NR, GSM, UMTS, LoRa, Zigbee, Z-Wave
Unified scan database with site tracking

Device Identification
Supported Technologies
Database
Calibration
Operating Mode

Automated multi-band calibration
Passive RF monitoring
Tablet-based RF analysis system
Linux

Platform
Operating System

المواصفات الأساسیة

Durabook U11I   منصة الأجھزة    

المتانة والبیئة

القدرة




